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Henwvsza!
1.
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Bcem nojipsig coobmarh cBOK 4acTHYIO MHGOpMAIMIO (HACTOSIIHNE HMS,
dbammmmio, TenedoH, aapec, HOMEpP IIKOJbI, a Takke (pororpaduu cBoH,
CBOEH CeMbH U Apy3eil);

OTKpbIBaTh BJIOKEHHbIE (haliIbl 3JIEKTPOHHOW IMOYTHI, KOT/Ia HE 3HAClllb
OTHPABUTEIIS;

['pyOuTh, NIpUAMPATHCS, OKA3bIBATh AABJICHHUE - BECTH C€0s HEBEKIIMBO U
arpeccrBHO;

He pacnopsbkaiics 1eHbraMyd TBOEW CEMbH 0O€3 pa3pelieHHs] CTapliuxX -
BCETr/ia CIIpalluBan pOAUTEIIEH;

He Bcrpewaiica ¢ IHTepHET-3HAKOMBIMH B pPEAJIbHOM JKHU3HU -
MIOCOBETYHCA CO B3POCIIBIM, KOTOPOMY JTOBEPSIEIIb.

OcTtopoxHO!

1.

2.

w

MoxHo!

H~wnh e

He Bce numryt npasny. Yutaens o cede HenpaBay B MiHTepHeTe - cooO1u
00 3TOM CBOUM POJUTEIISIM UJIU OTEKYHAM;

[Tpurnamarot nepenuchiBaThCs, UrpaTh, OOMEHUBATHLCS - MPOBEPH, HET JIU
IIOBOXA;

HezakonHoe konnpoBanue (aitsioB B UHTEpHETE - BOPOBCTBO;

Bcerna pacckaswiBail B3pOCibIM O MpoOJeMax B CETH - OHU Bcerjaa
MOMOTYT;

Hcnonb3yil HacTpoOWKM 0O€30MacHOCTM W NPUBATHOCTH, YTOOBI HE
NOTEPATh CBOU aKKayHThI B COLICETSAX U IPYTUX MOpTanax.

YBaxaii Ipyrux Iojab30BaTelIei;

[Tonp3yembest THTEpHET-UCTOUHUKOM - JI€JIail CCBUIKY Ha HETO;
OTKpBbIBail TOJBKO TE€ CCHUIKH, B KOTOPBIX YBEPEH;

OOpamarbcs 3a MOMOIIBIO B3POCHBIM - POAMUTENH, OMNEKYHbl H
aIMUHHCTPALIMS CAUTOB BCETIa IOMOTYT

Hnpopmayuonnas namsamra 0is 00yuaromuxcs 0Jisi pazmeueHus Ha

OCZJUI/;M(ZJlebZX urHmepHen-pecypcax

C KaxIpIM TOJIOM MOJIOACKH B HHTEPHETE CTAaHOBHUTHCS OoObINe, a
IIKOJIbHUKU OJIHM M3 CaMbIX aKTHBHBIX MOJib30BaTened PyHera. Mexny tewm,
MIOMHMO OTPOMHOTO KOJIMYECTBA BO3MOXKHOCTEM, WHTEPHET HECEeT U
npoOJieMbl. DTa mamMsATKa JOJDKHA MOMOYb Te0e O€30MacHO HaXOIUTHCS B CETH.

KomnbroTepHbie BUPYCHI:
KoMmnbproTepHBI BUPYC - 3TO Pa3HOBUAHOCTH KOMIBIOTEPHBIX MPOTPaAMM,
OTIIMYUTEIIBHOW  OCOOCHHOCTBIO  KOTOPOW  SIBISIETCA  CHOCOOHOCTh K
pPasMHOXEHHUIO. B 10monHeHne K 3TOMy, BHPYCBI MOTYT IOBPEAUTH WU



MOJIHOCTBIO  YHUYTOXKUTH Bce (ailibl W JaHHBIE, TOIKOHTPOJBHEIC
M0JIb30BATENI0, OT UMEHH KOTOPOTro Oblila 3aIyllieHa 3apa’keHHas Mporpamma,
a Tak>Ke MOBPEAUTH WIH J1a’K€ YHUUTOKUTH ONEPAIIMOHHYIO CUCTEMY CO BCEMH
daiimamu B 1enoM. B OONBIIMHCTBE Ciy4yaeB pacHpOCTPaHSIOTCS BHPYCHI
Yyepe3 UHTEPHET.

MeTobl 321U ThI OT BPEIOHOCHBIX POIPAMM:

1. Wcnonb3yil  COBpPEMEHHBIE  OINEPALMOHHBIE  CHUCTEMBI, HMEIOIIHE
CEPBE3HBIN YPOBEHD 3aIIUTHI OT BPEIOHOCHBIX MPOTPAMM;

2. IlocrossHHO ycTaHaBnuBail mnautu (UKM@pPOBBIE 3aIIaTKU, KOTOPbHIE
aBTOMATHUYECKH YCTAHABJIMBAIOTCA C LEJIbIO JOPAOOTKU MPOrpaMMbl) U
JIpyrue OOHOBJICHHMS CBOEW omepalnuoHHON cuctembl. CkauumBail HUX
TOJIBKO ¢ o¢uuuansHOro caita paspadorunka OC. Ecnu cymiecTByeT
PEXKUM aBTOMATUYECKOTO OOHOBJICHUS, BKIIIOUHU €T0;

3. PaGortaii Ha cBOoeM KOMITBIOTEpE IIOJ IpaBaMH IIOJH30BATENSA, a HE
aMUHUCTpAaTOpa. OTO HE TO3BOJMUT OOJIBIIMHCTBY BPEIOHOCHBIX
pOrpamMM MHCTAJTIUPOBATHCS HA TBOEM MEPCOHAIIBHOM KOMITBIOTEPE;

4. Vicnonp3yid aHTUBHPYCHBIE MPOTrpaMMHBIE MPOAYKTHl  M3BECTHBIX

IIPOU3BOIMTEIIEN, C aBTOMATHYECKUM OOHOBIIEHUEM 0a3;

Orpannub (HU3NUECKUN AOCTYI K KOMITBIOTEPY JJIs IOCTOPOHHUX JIULL;

Hcnonb3yil BHEIIHWE HOCHUTENM HMH(POpPMALIMH, TaKue Kak (penika, IUCK

WK (aitl u3 MHTEPHETA, TOJIBKO U3 MPOBEPEHHBIX HCTOYHUKOB,;

7. He oTkpbiBaii KOMIBIOTEpHBbIE (DAIIbI, MOJYyYCHHbIE W3 HEHAJCKHBIX
UCTOYHUKOB. Jlaxke Te (aiiibl, KOTOpbIE MPHUCIaT TBOM 3HAKOMBIH. Jlyurie
YTOYHH Yy HETO, OTIPABIISLI JIU OH TEOE UX.
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Cetru WI-FI:
Wi-Fi - 3T0 He BUI mepenayn JaHHBIX, HE TEXHOJIOTHUS, a BCETO JIUIIb OpPEHII,
mapka. Eme B 1991 rogy Hunepianackas KOMIaHus 3aperucTpupoBaia OpeH
"WECA", uto o6o3Hauano cimoBocouetanue "Wireless Fidelity", kotopsiii
NepeBOAUTCS Kak "OecpoBOAHAS TOUHOCTD'.

Jlo Haiero BpeMeHH jAouuia apyras abOpeBuaTypa, KOTopas sIBISIETCS Takou
e TexHosoruei. Ito abOpeBuarypa "Wi-Fi". Takoe HazBaHue ObLIO JTaHO C
HAMEKOM Ha CTaHAapT BbICIIeW 3BykoBOM TexHuku Hi-Fi, uro B mepeBoje
O3HayaeT '"BbICOKAsi TOUHOCTH'.

Ja, OGecriaTHBIA MHTEPHET-AOCTYI B Kade, OTeNsIX U adporopTax SBISETCS
OTJIMYHOM BO3MOKHOCTBIO BBIXOJa B HHTepHET. HOo MHOrme »3KCHepThI
CUHUTAIOT, yTO oOmenocTynHbie Wi-Fi ceTu He SBst0TCS O€30MaCHBIMU.

CoBeTbl 10 0€30MaCHOCTH PabOThI B 00IIEOCTYMHBIX ceTsax Wi-fi:
1. He nepenaBaii cBOrO JTM4YHYI0 HH(POpMAIHIO Yyepe3 oOmieaocTynubie Wi-Fi
cetn. PaboTas B HUX, KellaTeIbHO HE BBOJUTH MAPOJIH JJOCTYTA, JOTHHBI U
KaKHe-TO HOMEpa;



Hcnonb3yil 1 OOHOBIISIT aHTUBUPYCHBIE TPOrpaMmbl U Opanamayep. Tem
caMbIM Thl 00€30MacHIlb Ce0s1 OT 3aKaYyKH BUpyca Ha TBOE YCTPOMCTBO;
[Ipu wucnonszoBanuu Wi-Fi otkmoun dynkuuo "OOmmii moctym k
daiinam u npunrtepam". [laHHas (QYHKIMS 3aKpbiTa MO YMOJIYAHUIO,
OJIHAKO HEKOTOphIE TI0JIb30BATEeIM AaKTUBUPYIOT €€ s yJnoOcTBa
WCITIOJI30BaHUs B paboTe mim ydeoe;

He wucnonw3yit nyonuunsii WI-FI nma nepemauum JMYHBIX JaHHBIX,
HaAIMpUMED VIS BBIXOJA B COIMMAIIBHBIE CETH WX B AJICKTPOHHYIO MOYTY;
Hcnonb3yit Tonbko 3anuiieHnoe coenunenue uepe3 HTTPS, a ne HTTP,
T.€. Mpu Habope BeO-aapeca BBoau nMeHHO "https://";

B mo6mieHOM Tenedone otkmoun ¢yHknuoo "Tloakmouenne k Wi-Fi
aBTomatuyecku". He gomyckali aBTOMAaTHYECKOTO  MOJAKIIIOUEHUS
ycTpoiicTBa k ceTsiMm Wi-Fi 6e3 TBoero cornacusi.

CounanbHbIE CETH:
CornuanabHble CETH aKTUBHO BXOJIAT B HAITY JKU3Hb, MHOTHE JIOAU PabOTaIOT U
JKUBYT TaM TNOCTOSIHHO, a B Facebook yxe 3apeructpupoBan muuidap
YEJIOBEK, 4YTO SIBJISIETCS OJHOM CEObMOM BCEX JKHUTEJNEH IUIaHeTbl. MHorue
MOJIb30BAaTeIM HE TOHMMAIOT, 4YTO WHGOpMAalUs, pa3MEIIeHHass HWMHU B
COIIMAILHBIX CETAX, MOXET ObITh HailJieHa U UCIO0JIb30BaHA KEM YTOJHO, B TOM
YyHUCle HEe 00513aTeIbHO C OJaruMu HaMEpPEHUAMH.

OcHOBHBIE COBETHI 10 0€30IaCHOCTH B COIIMAJIBHBIX CCTAX:

1.

2.

OrpaHuyb CHOUCOK Jpy3eil. Y TeOs B JApPy3bsiX HE JOJDKHO OBITh
CIIyYalHBIX U HE3HAKOMBIX JIKOJIEH;

3amMiai CcBOIO YacTHYIO XHU3Hb. He ykasbiBail maposiu, TenedoHsl,
ajpeca, JaTy TBOEro pOXKICHHUS W JPYryl0 JMYHYIO HHQOpPMALHIO.
37I0yMBILIUIEHHUKHA MOTYT UCIOJIb30BaTh Jaxe WH(MOpPMALMIO O TOM, KaK
ThI ¥ TBOU POJIUTEIIN IJIAHUPYETE MTPOBECTU KAHUKYJIbI;

3amuinai CBOIO peIyTaIuio - JEepKH €€ B UYHUCTOTE M 3ajaBail cede
BONPOC: XOTeNl Obl Thl, YTOOBI JApPYyrue MOJb30BATENMU BHJEIHU, YTO Thl
3arpyxaems? [Toxymail, mpexae yeMm 4To-To OonmyOIMKOBaTh, HANlUCATh U
3arpy3uTh;

Ecau Tl roBOpHIIB C JIOJBMH, KOTOPBIX HE 3HACIIb, HE UCIOJIb3YH CBOE
peanabHOE UMS U APYTYIO JIMYHYIO0 HHPOPMALIMK: UM, MECTO JKUTEIbCTBA,
MECTO y4eObl U Ipoyee;

N36erait pazmenienus: gororpaduii B IHTEpHETE, T/1€ Thl U300pakeH Ha
MECTHOCTH, 110 KOTOPO MOKHO OIPENEIUTH TBOE MECTOIOJIOKEHUE;

[Ipn peructpauyi B COLUMATBHON CETH HEOOXOJUMO HCIOJIB30BAThH
CJIOXHBIE MAPOJIU, COCTOSAIINE U3 OYKB U LIU(PP U C KOJTUYECTBOM 3HAKOB
HE MeHee §;

Jlnst  comuanbHOW CETH, TOYTHl W JPYTUX CAWTOB HEOOXOIUMO
UCIIONIb30BaTh pa3Hble mapoyid. Torga ecid TeOs B3JIOMAIOT, TO



3JI0YMBIIUIEHHUKH TOJIY4YaT JAOCTYI TOJBKO K OJHOMY MECTY, a HE BO BCE
cpasy.

DNEKTPOHHBIE JCHBIU:
OJNEeKTpOHHBIE JEHBIM - 3TO OYEHb YMOOHBIN CHOcO0 IUIaTeXel, OJHAKO
CYLIECTBYIOT MOILIEHHUKH, KOTOPBIE XOTAT MOJYYUTh 3TU JECHBIU.

SJIGKTpOHHI)IC JCHBI'N ITOABHUIIMCH COBCCM HCIAaBHO M MMCHHO H3-3a 3TOI'O BO
MHOTHUX IroCyaapCTBax J0 CUX IMOP HC ITPOIIMCAHO IIPO HUX B 3aKOHAX.

B Poccun e oHM (hyHKIIMOHUPYIOT U O HUX YK€ MPOIMUCAHO B 3aKOHE, I/Ie UX
pa3eNaioT Ha HECKOJIbKO BUJIOB - aHOHMMHBIE M HE aHOHUMMHbIC. Pa3Huna B
TOM, YTO aHOHUMHBIE - 3TO T€, B KOTOPHIX Pa3pelIaeTcs MPOBOJUTH ONEpaIiuu
0e3 wuAcHTU(UKAIMK TOJh30BaTENsl, a B HEAHOHHUMHBIX HACHTU(UKAIIUS
MI0JIB30BATEIIS SIBISIETCS] 00S3aTEIIHHOM.

Taxke creayer pa3iauyarh JJIEKTPOHHBIE (UATHBIE JIEHbIU  (pPaBHBI
roCyJapCTBEHHBIM BajJlOTaM) M 3JIEKTPOHHbIC HepUATHBIC ACHBI'M (HE PaBHBI
rOCYJapCTBEHHBIM BAIIOTaM).

OCHOBHBIE COBETHI IO 0€30MACHOIN padOTe C 3TEKTPOHHBIMU JE€HbIAMHU:

1. IlpuBsku K cueTy MOOWIBHBIA TenedoH. DTO caMmblil yIOOHBIA U
OBICTPBIN CIIOCOO BOCCTAHOBUTH JAOCTYI K cuetry. [IpuBs3anubiii TenedoH
MTOMOKET, €CJIM 3a0y/Iellb CBOM TIIATEXKHBIN MApOJIb WM 3alJIeIIh Ha CalT
C HE3HAKOMOI'O YCTPOMCTBA;

2. WUcnone3yit onHopaszoBble mnaponu. llocie mnepexoiga Ha YCHUIICHHYIO
aBTopu3aiuio Tede yxke He OyneT yrpoxaTh ONACHOCTh KpaXu WIH
MepexBara IIaTeKHOro NapoJs;

3. BwiOepu crnoxubiii nmapons. [lpectynmHukam OyaeT HE MPOCTO yrajaaTh
CJIOKHBIM Maponb. HanexxHple maponau - 3T0 mapoiu, KOTOPbIE COMEPHKAT
HE MEHEee 8 3HAKOB M BKJIIOYAIOT B c€0Sl CTPOYHBIE U MPOMKUCHBIE OYKBBI,
nudpel ¥ HECKOJIbKO CHMBOJIOB, TakW€ KakK 3HaK Jojuiapa, (yHTa,
BOCKJIMIATENbHBIN 3HaK ¥ T.11. Hanpumep, $tRONQ!;;

4. He BBOAM CBOU JTUYHbBIE JaHHBIE HA CaliTax, KOTOPHIM HE TOBEPSIEIIIb.

DNeKTpOHHAs MoYTa:
DNEeKTpOHHAs MOYTa - 3TO TEXHOJIOTUS U MPEIOCTABIISIEMBIE €0 YCIYTd IO
MepPechblyIKe W TOJYYCHHIO  DJIGKTPOHHBIX  COOOIEHWH,  KOTOpHIC
pacnpenensstoTcss B KOMIBbIOTEpHON ceTH. OOBIYHO 3JIEKTPOHHBIA TOYTOBBIN
AWK BBITJSIAT CICAYIOIMIMM 00pa3oM: HMsl IMOJIb30BaTEIsA(@UMS_JTIOMEHA.
Taxxke KpoMe nepenadyu IMpoCTOro TeKCTa, UMEETCS] BO3MOKHOCTh MEPEIABATh
Gbab.

OCHOBHBIE COBETHI 110 OE30ITaCHOM pabOTe C JIIEKTPOHHOM MOUYTOM:



Hano BbIOpaTh mpaBHIIBHBIM MOYTOBBIM cepBHC. B uHTepHETE ecTh
OTPOMHBIA BBIOOp OECIJIATHBIX MOYTOBBIX CEPBUCOB, OJHAKO JIy4Ile
JIOBEPATH TEM, KOTO 3HAEIIb U KTO NIEPBbIM B PEUTHHIE;

He yxa3piBait B Tu4HOM mouTe JuuHyio uHopManuio. Hanpumep, aydie
BBIOpaTh "My3bIKaNIbHBIN (paHaT@" nau "pok2013" BmecTo "Temal3";
Hcnonb3yil ABYXATamHYI0 aBTOPHU3aLMI0. OTO KOrJa MNOMHMO IapoJIsd
HY’KHO BBOJUTH KOJ, PUChUIaeMbIi 10 SMS;

Br16epu cioskHbIN apodib. JJIs KaXK10T0 MOYTOBOTO SIUKA TOJDKEH OBITH
CBOM HAJIC)KHBIM, yCTOMYMBBIN K B3JIOMY I1ApOJIb;

Ecaun ectb BO3MOXXHOCTH HammcaTb CaMOMY CBOM JIMYHBIM BOIIPOC,
HCIOJIb3YH 3TY BO3MOXHOCTb;

Hcnonp3yd HECKOJIBKO IIOYTOBBIX SIIMKOB. [lepBwlii 1 yacTHOM
MEPEINCKU C apecaTamMu, KOTOPBIM Thl JOBEPSENIb. DTO 3JIEKTPOHHBIN
aZipec He HaJl0 UCIOJIb30BaTh IPU PETUCTPALIUU HA OpYyMax M caiTax;

He otkpeiBaii ¢aiinbl U Apyrue BIOKEHHUS B MUCHMAaX, JaXKe €CIU OHU
IIPULUIM OT TBOMUX Jpy3el. Jlydile yro4Hu y HUX, OTIPABILUIA JIA OHU
Tebe 3T (ailibr;

[Tocne oxoHuaHus PabOTHI Ha MOYTOBOM CEPBUCE IEpE] 3aKPhITHEM
BKJIQJIKU C CAUTOM HE 3a0y1b HaxkaTh Ha "BoidTu".

KuOepOyumMHr WiIu BUPTYaIbHOE U3AEBATEIBCTBO
KubepOymmHr -  mpeciefoBaHHWE  COOOIICHUSMHU,  COAECPKAIUMHU
OCKOpOJIEHUS, = arpeccuio,  3alyruBaHue;  XYyJUTaHCTBO;  COLUAIbHOE
OOMKOTHUPOBAHUE C MTOMOIIBIO PA3TMYHBIX HHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI IO 0OpHOE ¢ KUOEPOYIITMHIOM:

1.

no

o Ul

He Opocaiics B 60il. JIyumuii crnoco0: mocoBEeTOBAThCS KaK ceOsl BECTH U,
€CJIM HET TOro, K KOMy MO>XHO OOpaTHTbCs, TO BHayaje yCIIOKOUTHCS.
Ecnu ThI HauHeIIb OTBEYATh OCKOPOJICHUSIMU HA OCKOPOJIEHHUS, TO TOJIBKO
elie OoJIbIlIe Pa30kKKellb KOH(IUKT;

VYmpasnsii cBoelt kubeppenyTranuei;

AHOHUMHOCTH B ceTH MHHMas. CyIIecTBYIOT CIOCOOBI BBISICHUTH, KTO
CTOMUT 32 aHOHUMHBIM aKKayHTOM;

He crout BecTu Xynuranckuii oOpa3 BUPTyaJIbHOW >KU3HU. WHTEpHET
(GuUKCUpyeT BCe TBOM JEWUCTBHUS U COXpaHSeT HUX. YJaIuTh UX Oyjaer
KpalHe 3aTpyIHUTENBHO;

Co0uroaiil cBOIO BUPTYaIbHYIO YECTh CMOJIONY;

Urnopupyii enuHuyHbli  HeratuB. OJHOPA30BbIE OCKOPOMUTENIbHbBIE
COOOIICHMS JTyulle UTHOpHpoBaTh. OOBIYHO arpeccus MpeKpamiaeTcs: Ha
HayaJIbHOU CTAJHMH,

ban arpeccopa. B mporpamMmmax oOMeHa MTHOBEHHBIMH COOOIIICHUSIMU, B
COIIMAJIBHBIX ~ CETSIX €CTh BO3MOXHOCTH  OJIOKHUPOBKU  OTIIPABKH
COOOIIICHHI C OTIPENIETICHHBIX aPECOB;



8. Ecnu 161 cBUnETENb KNOEpOyIMHra. TBOM ASHCTBUS: BBHICTYIUTh MPOTUB
npecienoBarTeisa, I0Ka3arb €My, 4YTO €ro JEWCTBUSA OLICHUBAIOTCSA
HEraTUBHO, IOJAJEpXkKaTh JKEPTBY, KOTOPOHW HY)KHA IICHUXOJIOTMYeCcKas
IOMOIIb, COOOIIUTB B3POCIBIM O (PaKTe€ arpECCUBHOTO MOBEACHMS B CETH.

MoOwunbHbIH TenedoH:
CoBpeMenHbIe cMapTHOHBI M TUTAHIIETHI COEpKaT B ce0e BIOJHE B3POCIBIMA
GyHKIIMOHAT, W TEMeph OHM MOTYT KOHKYPHUPOBAaTh CO CTAIlMOHAPHBIMH
KoMmmbioTepamMu. OJIHAKO, CPEACTB 3allUTHI JIJI MOJOOHBIX YCTPOWUCTB IOKa
O4YEeHb Masi0. TeCTUPOBAHUE U TOUCK YSA3BUMOCTEH B HMX MPOUCXOJUT HE TaK
WHTEHCUBHO, Kak 1y [1K, To ke camoe kacaeTrcst 1 MOOMITBbHBIX TIPHUIIOKCHHM.

CoBpeMeHHbIE MOOWIBHBIC Opay3ephl YK€ MPAKTUICCKH TOTHAIA HACTOJBHBIC
aHaJOTU, OJHAKO pacliupeHue (yHKIMOHANIA BJIEYET 3a COOOH OOJIBIIYIO
CJIOKHOCTh U MEHBIIIYIO 3aIIUIIEHHOCTb.

Jlaneko He Bce MPOM3BOJUTENN BBINYCKAOT OOHOBIIECHHUS, 3aKphIBAIOIIME
KPUTHYECKHUE YA3BUMOCTH JIJI1 CBOMX YCTPOMCTB.

OCHOBHBIE COBETHI JIs1 0€30M1aCHOCTH MOOMIBHOTO Tee(oHa:
1. Huuero He sABJSIETCS MO-HACTOSIIIEMY O€CIIaTHBIM. byab OCTOpOKEH,
Bellb Korja Tebe mpesjaratoT OeCIIaTHbI KOHTEHT, B HEM MOTYT OBbITh
CKPBITHI KaKHE-TO IJIaTHBIE YCIIYTH;
2. Hymaii, npexnae dem otmpaBuTh SMS, ¢oro wmm Buaeo. Tl TOUYHO
3HAEIlb, IJIe OHU OyAyT B KOHEUHOM UTOTE?
Heobxoaumo 0OHOBIIATH ONEPAIIMOHHYIO CUCTEMY TBOETO cMapThOHa;
Hcrnonb3yit aHTUBUPYCHBIE IPOTPAMMBI JJIsl MOOUJIBHBIX TEIE(POHOB;
He 3arpyxail NpuioxeHus OT HEM3BECTHOI'O UCTOYHUKA, BElb OHU MOTYT
COJIEpKaTh BPEIOHOCHOE MTPOrpaMMHOE 00ECIICUEHHUE;
6. ITocrne Toro kak ThI BRIMECIIB C CaliTa, TJIe BBOJIWI JIUYHYIO HH(HOPMAIIHIO,
3aiiin B HACTpOIkK Opay3epa U yaaiu cookies;
7. Ilepuoanueckn NpoOBepsl, Kakue IJIATHbIE YCIYTM aKTUBUPOBAaHbI Ha
TBOEM HOMEDE;
8. Mlamaii cBoil HOMEp MOOUIBLHOTO TenedoHa TOIBKO JIOASIM, KOTOPBIX ThI
3HACIlIb U KOMY JIOBEpSEILb;
9. Bluetooth momxeH OBITH BBIKIIIOUEH, KOT/Ia Thl UM HE MOjib3yembes. He
3a0bIBail UHOTIa IPOBEPSITH 3TO.

s w

Online urpsr:
CoBpeMeHHbIE OHJIAWH-UTPHI - 3TO KPACOYHBIC, 3aXBATHIBAIOIINE PA3BICUCHUS,
OOBEAUHSIONINE COTHH THICSY YEIOBEK 1O BceMy MUpPY. Urpoku ucciaemyror
JAQHHBIM UM MUP, OOIIAIOTCS IPYT C IPYTOM, BBIMIOJHSIOT 3aaHus, CPAKAFOTCS
C MOHCTPAaMH W TIOJYYarOT OIBIT. 32 YIAOBOJICTBHE OHM IUIATST: MOKYMAIOT
JIUCK, OTUTAYMBAIOT AOOHEMEHT WJIM TPUOOPETAIOT KAKHE-TO OTIIIHH.



Bce 3Tu cpenctBa uayT Ha NOAJEp)KAHUE U PA3BUTHE WUIPbI, @ TAKXKE HA CaMy
0€30MacHOCTb: COBEPIICHCTBYIOTCSI CHCTEMbl aBTOPU3AIMH, BBITYCKAIOTCS
HOBble maTyd (udpoBBIE 3alJIaTKU JJI  TPOrpamM), 3aKpbIBAIOTCS
ySI3BUMOCTH CEPBEPOB.

B HOI[O6HBIX HUrpax CTouT OmnacaTrbCia HE CTOJIBKO CBOUX COIICPHHUKOB, CKOJIBKO
Kpa)Xu TBOCTO IIapoJisi, HA KOTOPOM OCHOBaHA CHCTCMa aBTOPH3AlMU
OONBIIMHCTBA Hurp.

OCHOBHBIE COBETHI 110 0€30IIACHOCTU TBOETO UTPOBOTO aKKAayHTA:

1. Ecnu npyroil urpok BeJeT ceds IUI0OXO WM CO3/1aeT Te0e HEMPUATHOCTH,

3a0JIOKUPYH €ro B CIIHUCKE UTPOKOB;

2. Tloxamylica agMUHHCTpaTOpaM UIPhl Ha IUJIOXO€ IMOBEACHHUE JTOTO
UIPOKA, >KEJATEJIbHO IPUJIOKUTh KAaKHE-TO JOKAa3aTeIbCTBA B BHIE
CKpPHHOB;

He yxa3biBail TnuHy0 HHGOpMALIHIO B Tpodailiie urpsl;

YBaxkail Apyrux y4aCTHUKOB I10 UTPE;

He ycranaBiuBail HeopuuanbHble TaTYU U MOJBI;

Mcnonb3yi CII0KHBIE U pa3HbIE NIapOJIH;

Jlaxxe BO BpeMsl UTPBI HE CTOUT OTKJIFOYATh aHTUBHUPYC. [10oKa ThI Urpaems,
TBOW KOMIIBIOTEP MOTYT 3apa3uTh.

NoOgkow

OUIIKMHT WK KpaXka JTUYHBIX JaHHBIX:
OOBIYHON Kpaxel JeHer U JOKYMEHTOB CEroJHs YK€ HUKOTO HE yIHMBUIIb, HO
C pPa3BUTHUEM HHTEPHET-TEXHOJOTUM 3JI0YMBIINIJICHHUKNA IIEPEMECTUINCH B
WHTEPHET, U MPOJIOJDKAIOT 3aHUMATHCS "TIOOMMBIM" JIEJIOM.

Tak mosBWIach HOBas yrpo3a: HMHTEPHET-MOIICHHUYECTBA WU (DUIIMHT,
rJIaBHAs 11€JIb KOTOPOTO COCTOUT B TMOJYyYEHUU KOH(UIEHIIMATBHBIX JAHHBIX
MOJIb30BaTENIe - JOTMHOB M maposiel. Ha anrmmiickom si3pike phishing
yuTaeTcs Kak ¢umuHr (ot fishing - ppiOHas jgoBis, password - mapoib).

OcHOBHBIE COBETHI IO 00PHOE C (PUITUHTOM:

1. Cnenu 3a cBoMM akKayHTOM. EciiM ThI MOA03peBaciib, YTO TBOS aHKETA
Obl1a B3JIOMaHa, TO HEOOXOIWMO 3a0JOKUPOBATh €€ M COOOIIUTH
aJIMUHUCTpATOpaM pecypca 00 3TOM KaK MOKHO CKOpEe;

2. Vcnonw3yit O6e3omacHble BeO-CalThl, B TOM YHUCJIE, HHTEPHET-Mara3uHoB 1
MTOMCKOBBIX CHCTEM;

3. Ucnonw3yil cnoxHble W pasHble napoyid. Takum oOpa3om, ecinu TeOs
B3JIOMAIOT, TO 3JIOYMBINIJICHHUKH ITOJIy4YaT JOCTYN TOJBKO K OJIHOMY
TBOEMY MPO(DUITIO B CETH, & HE KO BCEM;

4, Ecniu T1eOs B3JIOMad, TO HEOOXOAUMO TMPEAYNPEIUTh BCEX CBOUX
3HAKOMBIX, KOTOpbIE A00aBleHbl y TeOs B JAPY3biX, O TOM, YTO TeOs
B3JIOMaJ ¥, BO3MOXKHO, OT TBOETO MMEHH OYJET pacChLIaThCSA CIIaM |
CCBUTKH Ha (DUIIIMHTOBBIE CAUTHI;

5. YcranoBu HanexHbil napoiib (PIN) Ha MOOMIBHBIN TenedoH;



6. OTkiI0uM coxpaHeHHe MmapoJisi B Opaysepe;

7. He otkpbiBaii (haiiipl U Apyrue BIOKEHUS B MUCHMax, Naxe €Cld OHH
NPUIUTA OT TBOWX Jpy3eil. Jlydiie yTOYHHM y HHX, OTIPABISUIN JIU OHH
Tebe 3TH (ailiibl.

[Mudposas pemyrarus:
[Mudposas peryTanus - 3TO HETaTUBHASI WIN MO3UTUBHAS HHPOPMAIUS B CETU
o Tebe. Kommpomerupytomas uHpOpMaIus, pa3MeElIeHHAas B HHTEPHETE,
MOKET CEepbEe3HBIM O00pa3oM OTpPa3UThCS Ha TBOEW peaTbHOM KHU3HU.
"ludposas penyranua" - 3TO TBOH UMUK, KOTOPBIA (OpMUpYETCS U3
uHpopMaIuu o Tebe B UHTEPHETE.

TBOE MECTO KUTEILCTBA, Y4€Obl, TBOE (PMHAHCOBOE TOJIOKEHHUE, OCOOEHHOCTH
XapaKTepa U paccKasbl 0 OJU3KHUX - BCE 3TO HAKAILJIMBACTCS B CETH.

MHorue noApPOCTKM JIETKOMBICIEHHO OTHOCATCA K MyOJIMKaUUW JIHYHON
uHpopMaluu B MHTEpHETE, HE MOHMMAsi BO3MOXKHBIX HocaeaAcTBUl. Tol paxe
HE CMOJXKEIlb JI0TaaThCcsl O TOM, 4TO (oTorpadus, pa3MelieHHas S JIeT Ha3al,
CTaJia MPUYMHON OTKa3a NPUHATH TeOs Ha padoTy.

KomMmmeHTapuu, pazmenenue TBoux (ortorpaduii u apyrue 1eUCTBHUS MOTYT HE
MCYE3HYTh Ja)K€ IIOCJIE TOr0, KaKk Thl MX yJadullb. [bl HE 3HAEIIb, KTO
COXpaHWI 3Ty HHGOpPMAIMIO, IOMaja JU OHA B IOUCKOBBIE CHCTEMBI H
COXpPAHMJIACh JIM OHA, a TJJaBHOE: YTO MOAYMAIOT O Te€OE OKpY’KaIOLIUE JIIOIH,
KOTOpbIE HAWIYyT W YBUAAT 3T0. HaliTh mHpOpManuioo MHOrO JET CIyCTS
CMOXET JI000M - Kak U3 J00pbhIX MOOYXAEHUH, TaK M C HAMEPEHHUEM
OPUYUHUTH Bpel. DTO MOXKET ObITh KTO YTOAHO.

OcCHOBHBIE COBETHI 10 3aIUTe NU(PPOBOI pernyTauu:
1. Tlomymaii, mpexae yeM 4To-TO MyOJIMKOBATh U MepeaaBath y ceds B Oyore
WJIN B COIIMAJILHOM CETH;
2. B Hactpoiikax mpo¢uis YCTaHOBH OTPAaHHUYEHHS Ha TPOCMOTP TBOETO
npoduIsi ¥ €ro COJAECPAKUMOro, cliesiail ero ToabKo "1 Apy3eit”;
3. He pa3memnaii u He yka3biBail HHPOpPMAIIHIO, KOTOpas MOXKET KOTO-1H00
OCKOPOJIATH UK OOMKATh.

ABTOpCKOE MPaBo:
CoBpeMEHHbIE  IIKOJBHUKM - aKTUBHBIE  I[IOJI30BATE€IM  LU(POBOTO
npoctpancTBa. OMHAKO JaleKko HE BCE 3HAIOT, YTO IOJIb30BAHHE MHOTUMHU
BO3MOXHOCTSIMU  LM(PpoBOro Mupa TpeOyeT CcoONIoAeHHsT TpaB Ha
MHTEIJICKTYalbHYI0 COOCTBEHHOCTb.

TepMuH '"WHTeUIEKTyaJllbHass COOCTBEHHOCTH"' OTHOCHUTCS K Ppa3IUYHBIM
TBOPEHHUSM YEJIOBEYECKOTO yMa, HayMHas C HOBBIX M300pETEHUIl M 3HAKOB,
0003HAYAIOIIMX COOCTBEHHOCTh HAa NPOAYKTHI M YCIYyTHd, W 3aKaHYUBas



KHUTaMH, ¢dororpadusimu, KUHO(pHIbMaMU U MY3bIKaJIbHBIMHU
IPOU3BEICHUSMHU.

ABTOpcKHME IpaBa - 3TO IIpaBa Ha MHTEUIEKTYaJbHYIO COOCTBEHHOCTbh Ha
IIPOU3BEICHUS HAyKW, JIMUTEpaTypbl M MCKYyCCTBAa. ABTOpCKME IIpaBa
BBICTYNAIOT B KAa4E€CTBE T'apaHTHH TOTO, YTO MHTEIUICKTYaJbHBIA/TBOPUECKUN
TpyZ aBTOpa He OyAeT HampacHbIM, JACT €My CIPABEMJIMBBIE BO3MOKHOCTH
3apaboTarh Ha pe3yJbpTaTax CBOEro TpyAa, MOJYyYUTh H3BECTHOCTh U
npusHanue. Hukto 0e3 paspeimieHusi aBTopa HE MOXKET BOCHPOHU3BOAUTH €r0
IIPOU3BEIEHUE, PACHPOCTPaHATh, MyOJUYHO JIEMOHCTPUPOBATH, MPOAABATH,
UMIIOPTHPOBATb, ITyCKaTh B IpOKar, myOJIMYHO UCITOJIHSTD,
MOKa3bIBAaTh/UCTIONHATH B 3(hupe miu pa3memats B aTepHerTe.

Hcnonb3oBanue "mupaTckoro" mporpaMMHOro oOecreueHuss MOXKET MPUBECTU K
MHOTHM pUCKaM: OT MOTEPH JAHHBIX K TBOMM aKKayHTaM JI0 OJIOKMPOBKH TBOETO
YCTPOMCTBA, TJ€ YCTAaHOBJIEHA HelerajgbHas mnporpamMma. He crouT Takxke
3a0bIBaTh, YTO CYIIECTBYIOT JErajlbHble M O€CIJIaTHBIE MPOrpaMMBbl, KOTOPBIE
MOYHO HaliTH B CETH.



